IMamsaTka s 00yyarommuxcst
00 nH(pOPMAIIMOHHOM 0€30IACHOCTH JIeTeH

Heab3s
1. Bcem moapsn cooOmark CBOK YacTHYO HHGPOpMANKO (HACTOSIIHE HMS,
damunuro, TenedoH, aapec, HOMEp MIKOJBI, a Takxke (ortorpadum cBou, cBOECH
CEMBbHU U JpY3ei);
2. OTKpbIBaTh BJIOXKEHHBIE (hailsibl DIEKTPOHHOH TIOYTHI, KOT/Ia HE 3HAellb
OTIIPaBUTEIS;
3. I'pyOuth, mpuawpaThCs, OKa3bIBaTh JaBICHHUE - BECTH Ce0s HEBEXJIHMBO U
arpeccuBHO;
4. He pacmnopsokaiics JeHbraMH TBOEH ceMbH 0e3 pa3pelieHusi CTapIIuX - BCerna
CIipalrMBail poJIUTEIIECH;
5. He Bcrpeuaiics ¢ MIHTepHET-3HAKOMBIMU B PEajbHOW KHU3HU - IIOCOBETYICS CO
B3POCIIBIM, KOTOPOMY JOBEPSEIIIb.
OcTOpOoXKHO
1. He Bce mumyt npaBay. Yutaemb o cebe HempaBny B MHTepHere - coobuu o6
3TOM CBOUM POJUTEISIM HUJIH OTIEKYHaM;
2. IlpurmamaroT mnepenuchBaThCS, UIpaTh, OOMEHHBATHCS - TPOBEPh, HET JIK
MOJIBOXA;
3. HesakonHnoe xornmpoBanue (aiinoB B IHTEpHETE - BOPOBCTBO;
4. Bcerna pacckas3biBaii B3pOCIbIM O TpoOiieMax B CETU - OHU BCEria IOMOTYT;
5. Hcnonp3yii HacTpoiiku 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM
AKKaYHTBI B COIICETAX M JIPYTHX MOpTaiax.
MoxHO
1. VBaxail npyrux nosup3oBaTeneii;
2. Tlomp3yembest UHTEpHET-UCTOYHUKOM - JIeNIail CCBIIKY Ha HETO;
3. OTkpbIBail TOJBKO T€ CCHUTKH, B KOTOPBIX YBEPEH;
4. OOpamarbcs 3a MOMOUIbIO B3POCIBIM - POAMTEIHN, ONEKYHBI M aIMUHUCTpALUs

CaliTOB BCceraa IMOMOT'yT

HNupopmannoHHasi MaMATKA IS 00y4al0LIUXCS /151 pa3MelleHUs Ha 0PI aIbHBIX
HHTEpPHeT-pecypcax
C KaXIIbIM TOJIOM MOJIOAC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a TIIKOJIHbHUKUA OJTHU U3
CaMbIX aKTHBHBIX IMMOJIb30BaTenel Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJIMYECTBa
BO3MOXXHOCTEH, MHTEpPHET HECeT W MpoOJieMbl. JTa MaMsTKa JOJDKHA IMOMOYbL Tebe
0€30I1aCHO HAXOIUTHCSA B CETH.

Komnbrorepabie BUPYyChbl
KomnploTepHslii  BUpPYC - 3TO  Ppa3sHOBHJHOCTh  KOMIIBIOTEPHBIX  IpOTpamm,
OTJIMYUTENFHONH OCOOEHHOCTHIO KOTOPOW SIBJISIETCS CIIOCOOHOCTh K pa3MHOXeHH0. B
JOIMMOJIHEHHUE K 3TOMY, BHPYCBlI MOI'YT MOBPEAWUTH WM IMOJIHOCTBIO YHHYTOXHUTH BCC
(aiinel U JaHHBIE, TOAKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOTo ObLIa 3amylieHa
3apaXC€HHasA IporpaMma, a TaKXKC IOBPCAUTb WU OAXKE YHUUYTOXHUTH OICPAMOHHYIO



cUcTeMy cO BceMH ¢aitnamu B 1esioM. B OONbIIMHCTBE CIy4aeB pPacHpOCTPaHSIOTCS
BHUPYCHI UEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrpamMm:

1. HUcnonp3yii COBpEMEHHbBIE OIEPALMOHHBIE CUCTEMBI, HMEIOLIUE CEPbE3HBIN
YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IIPOrpPaMM;

2. TlocrostHHO ycTaHaBiMBaii nma4ytu (IMQPOBHIE 3aIIATKH, KOTOPIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LIEIbI0 JOPA0OTKU IPOrpaMMbl) U APYriue OOHOBIIEHUS CBOEH
onepannoHHOM cucteMbl. CkaumBaili WX TOJIBKO C OQHUIMATIBHOTO caifTa
paspabotunka OC. Ecam cymecTByeT peKUM aBTOMaTHUECKOro OOHOBJIEHUS,
BKJIKOYH €T0;

3. Paboraii Ha cBoeM KOMIbIOTEpE IO IpaBaMM IOJb30BATENs, a He
aJIMUHUCTpATOpa. DTO HE IO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpamMm
MHCTAJIJIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yit AHTUBHPYCHBIE IIPOrpaMMHBIE IIPOTYKTHI WU3BECTHBIX

POM3BOUTENEH, C aBTOMaTHYeCKMM OOHOBIIEHHEM 0a3;

Orpannyb pU3HMUECKUI TOCTYI K KOMITBIOTEPY JIJIsl IOCTOPOHHUX JIHII,

6. Mcnonp3yil BHEIIHME HOCUTENM WHGPOpMAlMU, Takue Kak (ielka, JUCK WIH
(aiin U3 UHTEpHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He otkpbiBaii KommblOTepHbIE (aiiibl, MOJyYEHHblE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxe Te (aiiabl, KOTOpbIE IpHUCIal TBOM 3HaKOMBIN. JIydie yrounu
y HEro, OTIPaBJIsAJ JIU OH TeOe ux.

o1

Cerun WI-FI

Wi-Fi - 5T0 He BH] mepeaauu TaHHbIX, HE TEXHOJIOTHS, a BCETO JIHIbL OpeH 1, mapka. Emre
B 1991 rony Hunepnanjackas kommanus 3apeructpupoBana Opena "WECA", uto
o0o3Havano cnoBocoueranue "Wireless Fidelity", koTopelii mnepeBoaUTCS Kak
"GecpoBOIHAS. TOYHOCTH'".

Ho Hamero BpemMeHu jomnuia apyras abOpeBwaTypa, KoTopas SIBISETCS TaKOW JKe
TexHoJjoruei. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha
cTaHjapT BeIcIIe 3BykoBoil TexHuku Hi-Fi, uyTo B mepeBoje o3HauaeT "BbICOKas
TOYHOCTB".

Jla, GecrimaTHBI MHTEPHET-AOCTYI B Kade, OTeNsIX W a’pomnoprax SBJISETCS OTIWYHON
BO3MOXXHOCTBIO BBIXOJa B HWHTepHeT. HO MHOTHE OKCHEpPTHl CUYUTAIOT, HYTO
obmenoctymnubie Wi-Fi ceTu He sBsSI0TCS 0€30MMaCHBIMU.

CogeTbl 110 0€301ACHOCTH PAGOTHI B 001eIOCTYNHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto JHuHYIO HHpopManuio depe3 obuienocrymnasie Wi-Fi ceru.
Paboras B HUX, *ellaTelbHO HE BBOAMTH MApoJM JOCTYIA, JIOTUHBI U KaKue-TO
HOMeEpa;

2. Hcnonp3yii m 0OHOBIISIH aHTUBUPYCHBIE IPOTPaMMbI U OpaHamayep. TeM caMbiM
ThI 00€30MacuIlb ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO;

3. Ipu ucronmszoBanmu Wi-Fi otrimoun ¢ynknuio "OOmmii moctyn k daiinam u
npuntepam". JlaHHas (QYHKUIMS 3aKpbiTa MO YMOJYaHHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENN AaKTUBHPYIOT €€ s yaoOCTBa HMCIOJB30BaHUS B pabore MWiIn
yuebe;

4. He ucnons3yii nyonuunsii WI-FI ans nepenaun TMYHBIX JaHHBIX, HAIpUMEp IS
BBIX0/1a B COLIMAJIBHBIE CETU WM B JIEKTPOHHYIO IIOUTY;

5. Hcnonp3yii Tonpko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";



6. B wmoOwmsHOM Tenedone ortkmoun ¢Gyuknuio "Tlogkarouenune k  Wi-Fi
aBromarnuecku". He nomyckaii aBTOMaTH4ECKOIO MOAKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

COIII/Ia.]'IbeIe CEeTH

CouuanbHble CETU aKTHUBHO BXOJST B HAIly U3Hb, MHOTHE JIIOJU paOOTAlOT U KUBYT
TaM IMOCTOsIHHO, a B Facebook yike 3apeructpupoBaH MHIITUAP YEIOBEK, YTO SIBIISCTCS
OJIHOM CeAbMOM BCEX JKHMTEJeH IuIaHeThl. MHOTHE IOJB30BaTeIM HE HOHHMMAIOT, YTO
uHpopmanus, pa3MelleHHas HWMH B COLMAIBHBIX CETAX, MOXKET OBITh HaiJicHa u
HCITOJIB30BaHa KEM YT'OJTHO, B TOM YHCJIE HE 005A3aTENIbHO ¢ OJIaruMU HaMEPEHHUSIMH.

OcHOBHbBIE COBETHI 10 0€30IACHOCTH B CoMaJbHBIX CETHAX:

1. Orpannub cnucok napy3eil. ¥ Te0s B Opy3bsX HE JOHKHO OBITh CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiuail cBO YacTHYIO *u3Hb. He ykasbiBail mapoiu, TeiaedoHsl, aapeca, 1aty
TBOETO POXKIEHHS U APYTYIO JIHYHYIO MHPOPMALHUIO. 3JI0YMBIIUICHHUKA MOTYT
UCIOJIb30BaTh J1axke MH(POPMALUI0 O TOM, KaK Thl U TBOM POJUTENH IJIAHUPYETE
IIPOBECTU KaHUKYIIbI;

3. 3ammuinail CBOIO pemyTalmIo - JepKU ee B YUCTOTE U 3a/1aBaii ce0e BOIpoc: XOTell
OBl TbI, 4TOOBI ApYrHe IOJIb30BATENU BUAEIH, YTO Thl 3arpyxaewms? llogymaii,
IPEeX/Ie YeM UTO-TO OIyOJIMKOBATh, HAIUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOpUUIL C JIIOJAbMM, KOTOPBIX HE 3Haellb, HE MCIOJIb3YyH CBOE
peargbHOe UMS U JPYTyI0 JUYHYI0 MHPOPMALUU: UM, MECTO JKUTEIIbCTBA, MECTO
yueObl U IpoUee;

5. Uzberaii pasmemenus Qororpaduit B MHTEepHETE, Tie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIPEJIEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu peructpanuu B COLMAIBHOM CETH HEOOXOIMMO MCIOJIb30BaTh CIOXKHbBIE
NapoJx, COCTOSIIIME U3 OYKB U LIU(P U C KOJIMIECTBOM 3HAKOB HE MEHee §;

7. Jns cOUMaIbHOM CeTH, MOYThl U APYTUX CaHTOB HEOOXOAMMO HCIIOJIb30BaTh
paszHble maponu. Torzma eciu TeOs B3JIOMAKOT, TO 3JIOYMBIIIJIEHHUKH MOJIy4yaT
JIOCTYT TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI U
DNEeKTPOHHBIE JIEHBI'H - 3TO OY€Hb YMOOHBIM Ccroco0 MiuaTekel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJTYYUTh 3TH JACHBIH.
DJNIEKTPOHHBIE JICHBIU TMOSBHIIMCH COBCEM HENABHO M MMEHHO M3-3a 3TOr0 BO MHOTHX
rocyJapcrBax /10 CUX IOp He MPOMUCAHO MPO HUX B 3aKOHAX.
B Poccun xe oHM (YHKIIMOHMPYIOT U O HHUX YXKe MPOMHCAHO B 3aKOHE, T/e UX
pasaciArOT Ha HECKOJBKO BUIAOB - AHOHMMHBIC U HEC aHOHHMHBIC. PaSHI/IIIa B TOM, 4YTO
QHOHMMHBIE - OJTO T€, B KOTOPBIX pa3pemaercss MNPOBOAUTH Omepanuu 0Oe3
I/I,ZIGHTI/I(l)I/IKaIII/II/I I10JIb30BaTCiiA, 4 B HCAHOHUMHBIX I/I)IeHTI/ICbI/IKaHI/IH I10JIb30BATCJISA
SIBJISIETCS] 00S13aTEIIBHOM.
Takxe cieqyeT paznuyarh dJIEKTPOHHBbIE (UATHBIE JEHBIU (PaBHBI TOCYJAPCTBEHHBIM
BaJIFOTaM) U DJICKTPOHHBIE HEPHUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIIOTaM).

OcHoBHBIE COBETHI 110 0€30MacHOoil padoTe ¢ 3JIEKTPOHHBIMH IeHbIAMM:

1. IlpuBsxu Kk cuery MOOWIbHBIM TenedoH. DTO camblii yIOOHBIM W OBICTPHIA
Croco0 BOCCTAHOBMTB JIOCTYI K cueTy. [IpuBsizaHHBIN TenedOoH MOMOXKET, €CIH



4.

3a0yaenb CBOM IJIaTEXHBIM Mapoib WIM 3aiiienlb Ha CalT C HE3HAKOMOIo
YCTPOICTBA;

Ncnonb3yit ogHOpazoBbie nmaponu. [locne nepexona Ha YCHIICHHYHO aBTOPU3ALIMIO
Tebe yxxe He OyIneT yrpokaTh ONAacHOCTh Kpakd WIM MepexBaTa IUIaTeXHOTro
napoJs;

Br16epu cnoxublil aposbs. [IpectymHukam OyJIeT HE MPOCTO yrajaTh CIOKHBIN
naposb. HajexHsle maposu - 3To naposid, KOTOpbIE cofepkKaT HE MEHEE § 3HAKOB
U BKJIIOYAIOT B ce0s CTPOYHBIE W TMPOMHUCHbIE OYKBBI, IUPPHI U HECKOJIBKO
CHUMBOJIOB, TaKMe€ KaK 3HAaK Jojuiapa, (yHTa, BOCKIUIATEIbHBIM 3HAK W T.II.
Hampumep, $tROng!;;

He BBOAM cBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIb.

DJIeKTPOHHAA MOYTA
DNEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPENOCTABISIEMBIE €10 YCIYTHU 10 MEPECHUIKE U
MOJIYUYEHUIO SJIEKTPOHHBIX COOOLICHHM, KOTOPbIE paCHpeleNsioTcs B KOMITbIOTEPHOM
cetri. OOBIYHO JJICKTPOHHBIM IMOYTOBBIA SIUK BBITJISIUT CISAYIONUM 00pa3oM:
uMs_TIOJIb30BaTeNIA(@uMs_oMeHa. Takke KpoMme Mepeladd MPOCTOr0 TEKCTa, MMEeTCs
BO3MOXKHOCTh TepeaaBaTh (paiibl.

OcHoOBHBIE COBETHI 10 0e30MacCHO padoTe ¢ 3TeKTPOHHON MOYTOIi:

1.

Hano BbIOpaTh mpaBUiIbHBIA MOYTOBBIN cepBHC. B HMHTEpHETE €cTb OrPOMHBIN
BHIOOp OECIIATHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIYUIIE JOBEPATH TEM, KOTO
3HAENIb U KTO MEPBBII B PEUTUHTE;

He yka3piBaii B JiMyHOW TouTe JNWYHYI0 wHpOpMarmio. Hampumep, mydrie
BbIOpaTh "My3biKanbHbIN _(panat@" wiu "pok2013" Bmecto "temal3";
Hcnonb3yil OBYXATAMHYIO aBTOPU3ALMIO. DTO KOT/a MOMHUMO TMapoJisi HYKHO
BBOJIMTH KOJI, TPUChIIaeMbIi 110 SMS;

Boi6epu cnoxHbIi naponb. st Kak10ro MOYTOBOTO SIIMKA JIO0JKEH OBITh CBOM
HAJEKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

Ecnu ecTb BO3MOKHOCTB HalMcaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCITOIB3YH ATY
BO3MOYKHOCTB;

Hcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbI 11 4aCTHOW NEPENUCKH C
azpecaTamMM, KOTOPBIM Tbl JOBEpsiellb. OTO JJIEKTPOHHBIM agpec HE HaIo
MCIIOJIb30BaTh IIPU PETUCTPALIUK Ha OpyMax U caifTax;

He oTtkpbiBail ¢aiinbl u Apyrue BIOKEHHs B MUCbMaX, AaXKe €CIM OHU MPHUIILIH OT
TBOUX JApy3ei. JIyure yrouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (Haiiibl;
[Tocne okoHuaHus pabOTHI HA MOYTOBOM CEpBHUCE Iepes 3aKpPbITHEM BKIAJIKU C
caiiToM He 3a0y/b Ha)kaTh Ha "Bt

Ku0epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOynnuHr - mpeciieqoBaHrue COOOMICHHUSIMH, COJEPXKAIIMMH  OCKOPOJICHUS,
arpeccuio, 3alyrHMBaHWE; XYJIUTAHCTBO; COIHMAIBHOE OOWKOTHPOBAaHWUE C TIOMOIIBIO
Pa3IUYHBIX UHTCPHET-CCPBHUCOB.

OcHoBHBIE cOBeThI 10 0opble ¢ KNOepOyJIMHIOM:

1.

N

He Opocaiics B 60ii. Jlydmmii cioco6: mocoBeTOBaThCs Kak ce0si BECTU U, €CIH
HET TOro, K KOMY MOXHO OOpaTHThCS, TO BHayaje YCIOKOWUTbCS. Eciam TbI
HAYHEITh OTBEYaTh OCKOPOJICHUSMH HAa OCKOPOJEHHS, TO TOJIBKO elle OOoJblie
pa30kKelb KOH(IUKT;

VYmpasisii cBoeil kubeppermyTaruei;

AHOHUMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOHUT 3a
QHOHUMHBIM aKKayHTOM;



4. He cTouT BecTH XyJIUTaHCKUH 00pa3 BUPTyaIbHOU ku3HU. THTEpHET DuKcupyer
BCE TBOM JICHCTBUA U COXpaHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTEIBHO;
Cobmnronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONLY;

WUrnopupyit eauHn4HbIil HeraTuB. OIHOPA30BbIE OCKOPOUTEIHHBIE COOOIICHHS

Jdy4iue UurHopupoBatb. OOBIYHO arpeccusi MpeKpaliaeTcss Ha HadyalubHOM cTaanu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMH COOOILICHHMSAMH, B
COLUMAIBHBIX CETSX €CTh BO3MOYKHOCTh OJIOKMPOBKH OTIPABKU COOOILEHHH C
OIPE/IECIICHHBIX a/IPECOB;

8. Ecmum Tbl cBuperens kuOepOyuinHra. TBoum JeMcTBUA: BBICTYNIUTh IPOTHB
IIpecieoBaTels, Moka3arb €My, 4TO €ro JEHCTBUS OLIEHHMBAIOTCS HETaTHUBHO,
HOJ/Iep)KaTh KEPTBY, KOTOPOH HY)KHA ICHXOJIOTHYECKAash IOMOIb, COOOIIUTH
B3pOCJBIM O (paKTe arpeCCUBHOTO IMOBEICHUS B CETH.

oo

MoOnabHbIi Tes1e)oH
CoBpeMeHHbIE CMapT(OHBI W IUIAHIIETBI COACp)KAaT B ceOe BIIOJHE B3POCIIBIHA
(GyHKIMOHAM, U TENEPh OHU MOTYT KOHKYPHUPOBATH CO CTAIIMOHAPHBIMH KOMITHIOTEPAMHU.
OpnHako, cpeACTB 3alIUTHI I MOJOOHBIX YCTPOUCTB MOKa OYeHb Mayo. TecTupoBaHue U
MOMCK YSI3BUMOCTEW B HUX IMPOMCXOJMT HE TaK MHTEHCHBHO, Kak i 1K, To xe camoe
KacaeTcsi 1 MOOMJIbHBIX MPUIIOKEHUMN.
CoBpeMeHHBIE MOOWIBHBIE Opay3ephl YK€ MPAKTUYCCKH JTOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacuipeHue (yHKIMOHANA BIeYeT 3a CO00W OOJBIIYIO CIIOKHOCTh U MEHBIIYIO
3aIIMIICHHOCTb.
Jlanexo He BCe MPOU3BOJIUTENU BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUUCCKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI /1Jis1 0€30MACHOCTH MOOMJIBLHOTO TejiedoHa:

1. Hwuuero He sBiIsI€TCS MO-HACTOALIEMY OeCIUTaTHBIM. Bylb OCTOpO’KEH, Belb KOT1a
Tebe mpezaratloT O0ecIUIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKue-TO
IUIaTHBIE YCIIYTH;

2. Jymaii, nmpexae yeM otnpaButb SMS, ¢oTto mim Buzaeo. Thl TOYHO 3HAEMIb, Ie

OHM OyJIyT B KOHEYHOM UTOTE?

Heo6xo11umMo 00HOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMApT(OHa;

Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeNEe(OHOB;

5. He 3arpyxaifi npuioXeHUsS OT HEM3BECTHOTO HCTOYHHKA, BEIb OHU MOTYT
COJIepKaTh BPEIOHOCHOE NMPOrpaMMHOE 00ECTIEUEHNUE;

6. Ilocne Toro kak Thl BBIHJELIB C caifTa, IJie BBOAWI JIMYHYIO HHPOPMALIKIO, 3aliIH
B HACTpOWKHU Opay3epa u ynanu cookies;

7. Tlepuomuyecku NpOBEpsid, Kakue IJIaTHbIE YCIYT'HM aKTHBUPOBAaHBI Ha TBOEM
HOMeEpE;

8. /lagaii cBOif HOMEp MOOMIIBHOTO TeJIe(POHA TOIBKO JIIOJIIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpsiEIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOT/Ia Thl UM HE MOJb3yembes. He 3a0biBait
MHOT/Ia IPOBEPATH ITO.

~ow

Online urpel
CoBpeMEHHBIE OHJAMH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIIME pa3BJICUCHUS,
00BEAMHSIONINE COTHU THICSIY YEJIOBEK M0 BceMy MUpPY. VIrpoku nccienyoT JaHHBIA UM
MHp, OOINAIOTCS JAPYr C JPYroM, BBIMOJIHSIOT 33JaHUs, CPAXalOTCS C MOHCTpaMHM U
MIOJIy4arOT ONBIT. 3a YAOBOJBCTBHE OHM IUIATAT: MOKYNAKOT JHCK, OIUIAYMBAIOT
aOOHEMEHT WM IPUOOPETAI0T KaKUe-TO OMIIHH.



Bce atm cpenctBa MIyT Ha NOAJAEpKAHME M pa3BUTHUE MIPHI, a TaKKE€ Ha camy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCSI CHCTEMBbl aBTOPH3AIMHU, BBITYCKAIOTCS HOBBIE MAT4U
(un¢poBbIe 3aIIATKU AJISL IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOHMT OIacaTtbCs HE CTOJNBKO CBOMX CONEPHHUKOB, CKOJBKO KPAaXKH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3ALUU OOJIBIINHCTBA UTP.

OcHOBHbIE COBETHI 10 0€30IACHOCTH TBOEro HUI'POBOIo aKKayHTa:

1. Ecmm papyroii urpok BeneT ceOs IUIOXO MM CO3/aeT Tebe HENpUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyiics anMuUHHCTpaTopaM HWIpPhl Ha IUIOXOE IIOBEJCHHE 3TOT0 HIPOKa,

JKEJIaTeIbHO IPUIOKUTH KaKME-TO I0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyro nHpopMmaluio B mpodaiiie urpsl;

VYBaxkail Apyrux y4acTHUKOB 110 UTPE;

He ycranaBnuBaii Heo(umanibHble TATIYH U MOJIBI;

Hcnonp3yi CII0KHBIE U Pa3HbIE NTapOJIY;

Jlaxxe BO BpeMsl UIpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. I[loka Thl Urpaemsb, TBOU

KOMIIBIOTEP MOT'YT 3apa3uTh.

No ko

DUIIMHT WIH KPaKka JIHYHBIX JaHHBIX

OOBIYHOI KpaXkel JeHer W JOKYMEHTOB CErojHs YK€ HHKOrO HE YIUBHIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEMECTHIINCh B HHTEPHET, U
IPOJOJDKAIOT 3aHUMAThCA "IIOOUMBIM" 1€TTOM.

Tak mosiBHJIacCh HOBask yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DHUIIUHT, TJIABHAs IENb
KOTOPOTO COCTOUT B IOJy4€HUH KOH(HUICHINAIBHBIX JaHHBIX ITOJIb30BATEIICH - JIOTHHOB
u naposieii. Ha anrmmiickom si3pike phishing unrtaercs kak ¢ummnr (ot fishing - peioHas
JIOBIISA, password - TapoJib).

OcHoOBHBIE COBETHI 110 00pbLOe ¢ GUIMHTOM:

1. Cnenu 3a cBouMm akkayHTOM. Eciu Tl mojo3peBaelib, 4TO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMpOBaTh €€ M COOOUIUTH aJIMHUHHMCTpAaTOpam
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Hcnonp3yit Oe3omacHble BeO-caifiTbl, B TOM 4YHCIIE, HHTEPHET-MAara3uHOB U
TIOUCKOBBIX CHUCTEM;

3. Hcnonw3yii cinoxxkHble U pa3Hble Mapoiu. Takum oOpa3zom, eciiu TeOs B3JIOMAIOT,
TO 3JIOYMBIIUICHHUKH TIOJyYaT AOCTYH TOJBKO K OJHOMY TBOEMY NMPO(WIIO B
CeTH, a He KO BCEM;

4. Ecmu Te0s B3iOMalii, TO HEOOXOIUMO TPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIE 100aBIeHbI y T€0S B IpY3bAX, O TOM, UTO T€Os B3JIOMAIM M, BO3MOXKHO,

OT TBOETO MMEHHU OYZIET pacChUIATHCS CIIaM M CCHUIKU Ha (PUIIMHTOBBIE CANTHI;

YcranoBu HazexHbIN napoib (PIN) Ha MoOMIBHBIN TenedoH;

OTxknroun coxpaHeHue napoJs B Opaysepe;

He otkpsiBaii ¢aiinel 1 qpyrue BIOKEHHUS B MHCbMaX, Ja)Ke €CJIM OHU MPHUIILIH OT

TBOHUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (haiibl.

No o

Hudposas penyraunus
[Mudposast pernyranus - 3TO HeraTUBHAs WIM MO3UTHBHAsE MHGOpMAIUs B CeTU O Teoe.
Komnpomerupyromas uHopmMaius, pa3MelieHHas B HHTEPHETE, MOXKET CEephe3HBIM
0o0pa3oM OTpa3uThCsi Ha TBoeW peaynbHOM xu3HU. "Lludposas pemyrauus" - 310 TBOH
UMUK, KOTOPBIN (hopMupyeTcst u3 nHpopMaluu o Tede B MUHTEPHETE.
TBoe MecTo XKUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIO0XKEHHE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OJIM3KUX - BCE ATO HAKAILJIMBAETCS B CETH.



MHoTrHe MOAPOCTKHU JIETKOMBICIEHHO OTHOCSATCS K MyOIMKaMK JTUYHOW WH(POPMAINHN B
HuTepHere, HE NOHMMAsE BO3MOKHBIX MOCIEACTBUM. Thl aXke HE CMOXKELIb 0raaThCs O
TOM, 4TO (hoTorpadus, pa3MeIIeHHAs S5 JeT Ha3aJ, CTajla MPUYMHON OTKa3a MPUHSATH TeOs
Ha paboTy.

Kommentapun, pasmemenne TBoux Qororpaduii u apyrue OeWCTBUS MOTYT HeE
MCUYE3HYTh JAXKE IOCIE TOrO, KaK Thl MX YyAQJIHIIb. [bl HE 3HAcllb, KTO COXPAHUI 3TY
nH(popMaIrio, moraa Jd OHa B IIOUCKOBBIE CHCTEMbBI U COXPaHWIJIACh JIM OHA, a TJIaBHOE:
4TO MOJYMAIOT O TeOe OKpYKAaloIIWe JIOAHM, KOTOphle HAWAYT W YBUAAT 3T0. Haiftn
HH(OpPMAIIHI0O MHOTO JIET CITYCTSI CMOJKET JIF0OOH - KaK M3 TOOphIX MOOYKICHHH, TaK U C
HaMepeHUEM MPUIMHHUTH BPea. DTO MOXKET ObITh KTO YT'OJIHO.

OcHoBHBIE cOBeTHI 110 3aMTe NM(PPOBOI penyTanuu:

1. Tlomymaii, mpex/e 4eM 4To-TO MyOJUKOBATh M MepeiaBaTh y cels B O6Jore Wid B
COIIMAILHOM CETH;

2. B Hactpoiikax npo¢uiis ycTaHOBH OIpaHMUYEHHsI Ha IPOCMOTP TBOETo npoduiisi u
€ro COJEPKUMOro, CeNIail ero ToJIbKO "1uist Ipy3en";

3. He pasmemait u He ykas3biBail MHPOpPMALUIO, KOTOpas MOXET KOro-inbo
OCKOPOJIATH WK OOMKATh.

ABTOpCKOE IPaBo
CoBpeMeHHbIE UIKOJBHUKH - AaKTHBHBIE MOJB30BATENH IIH(PPOBOrO IPOCTPAHCTBA.
OpnHako Jajieko He BCe 3HAIOT, UYTO IMOJIb30BAHHE MHOTUMH BO3MOXHOCTSMU HH(PPOBOTO
Mupa TpedyeT coOI0IeHNS MPaB HAa MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.
TepMuH "WHTEIEKTyallbHas COOCTBEHHOCTH' OTHOCHUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HayMHas C HOBBIX H300pETEHHWH W 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOAYKTHl M YCIYyTd, M 3aKaHuuMBasg KHHUTamH, (oTtorpadusmu,
KMHOQUIbMAMH U MY3BIKAJIbHBIMH MPOU3BEACHUSIMH.
ABTOpCKHE IpaBa - 3TO IPaBa HAa MHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb Ha MPOU3BEICHUS
HAyKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHME IIpaBa BHICTYNAIOT B KayeCTBE IapaHTUU
TOT0, YTO MHTEJUICKTYaIbHBIH/TBOPUYECKUI TPy aBTOpa HE OyJIeT HAMpacHBIM, JACT eMy
CIpaBe/UIMBbIE BO3MOXKHOCTH 3apaboTaThb Ha pe3ysbTaTaX CBOEr0 TpyAa, IMOIY4YHUTh
U3BECTHOCTh M NpHu3HaHue. HukTo 6e3 paspemieHust aBTopa HE MOXET BOCIIPOU3BOJIUTH
€ro MpOU3BEAEHHE, pPACIPOCTPAHATh, MYyOJMYHO JAEMOHCTPUPOBATh, MPOJABaTh,
UMIIOPTUPOBATH, MYCKaTh B MPOKAT, MyOJUYHO HCIONHSITH, MOKA3bIBAaTh/HUCIOIHITH B
s¢upe unu pazmemats B IHTepHere.
Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00eCTieueHrs MOKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JTaHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPONCTBA, T
yCTaHOBJIEHAa HeneranbHas nmporpamMma. He ctouT Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT
JerajabHble U O€CIUIaTHBIE IPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



